Framework for Fraud Management

There are five key components to the fraud management framework — prevention, detection, investigation,
containment & recovery, and analysis & recommendations. This successful approach can be implemented in
organizations of any size to effectively mitigate the risk of fraud. Some example activities are listed below and can be
refined based on your own corporate needs.

Prevention
e Control access to cheques, cards,
electronic payments

e Screen new hires
e Train staff on fraud awareness
e Segregate duties
e Reconcile daily
e Protect sensitive data, systems,
documents, passwords, PINs
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Recommendations e Audit & monitor internal procedures
e Improve internal control processes e Rigorously monitor financial position
e Invest in vendor fraud solutions e Utilize FI electronic solutions & services
Containment &
Recovery Investigation
e Report unauthorized transactions to FlI e Implement investigative and escalation
immediately processes
e Enforce a policy of zero tolerance
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